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Introduction 

 “… [W]e have a serious set of security challenges, from nuclear proliferation, to terrorism, to 
climate change, to cybersecurity, the last of which may prove the most daunting because it puts 
all the systems we need to deal with the other problems, and our very democracy, at risk.” 

–Former U.S. President Bill Clinton, 2017 
 

“I must say that recently, in the last six months, the quantity of [cyber] attacks has increased 
significantly, and is simply incomparable even with last year. The methods, tools, and tactics of 
said attacks are improving, and their intensity is directly dependent on the current international 
situation.” 

-Russian President Vladimir Putin (Bissel), 2014 
 

 The word “cybersecurity” appears in the news at an exponentially increasing rate. Simply 

put, cybersecurity refers to “the state of being protected against unauthorized use of electronic 

data” (“Definition of cybersecurity”) but every day, new stories reveal cybersecurity 

encompasses much more than threats to data.  

A particularly notable, and continually evolving, cybersecurity news story from late 2016 

and into the remainder of 2017, reports United States intelligence agencies testified in front of 

Congress that the Russian government was behind with the Democratic National Committee 

hack that was ultimately aimed at influencing the outcome of the 2016 U.S. Presidential election. 

Since cyber operations take advantage of technology’s borderless nature to cross international 

borders without detection, some of the more serious activities in cyberspace, like the Russian 

effort to impact the 2016 U.S. Presidential election, are state-sponsored. According to data 

collected at New America, as of March 2016, 61 cyber attacks have been conducted against other 

states during peacetime and 24 in wartime since the 1980s (Morgus). What is more surprising 

than the sheer number of cyber attacks is that prominent leaders from across the political 

spectrum are voicing similar concerns about cybersecurity; the quotes above are from former 

U.S. President Bill Clinton and the current Russian President Vladimir Putin, respectively. 

Despite continually instigating these cyber attacks, political leaders—even those with hostile 
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relationships towards one another—recognize cyber attacks present a daunting new global 

challenge.  

For states, there are high economic, privacy, and national security stakes involved in 

cybersecurity, regardless of their regime type. International regime creation theory argues 

cooperation between nations is possible under certain conditions. If a set of rules, norms, and 

decision-making procedures can overcome the uncertainties that undermine cooperation, increase 

information about state behavior, and increase efficiency, regime formation is an appealing 

option for states (Slaughter 2-3). However, cyber operations present a conundrum: though global 

leaders continue to create cyber weapons privately, they argue publicly that creating norms over 

cyber operations would improve cooperation and state security. There is still no legally binding 

international law applicable to cyber operations, and efforts to create international law on cyber 

operations have failed.  

Keeping the consistent failure to create or apply international law to cyber operations in 

mind, this thesis aims to address the following questions:  

1. Why are there currently no international agreements on cyber operations? 

2. What can be learned from successful (or non-successful) international efforts on 

offensive operations to apply to cyber operations? 

3. How can states, international organizations, civil society, and other stakeholders most 

effectively approach negotiations moving forward?  

I will begin with a brief history of the international community’s efforts to respond to threats in 

cyberspace, the legal challenges posed by cyber operations, and recent examples of offensive 

cyber operations to demonstrate their destructive potential. This history is crucial to 

understanding what makes cyber operations an appealing technology for state and non-state 
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actors, as well as why cooperation over cybersecurity norms is difficult and has ultimately failed 

to adequately address problems in cyberspace. This thesis combines international relations theory 

about regime formation with a close analysis of the cyber cooperation problem in order to 

understand what is particularly important to consider when forming an international treaty on 

cyber operations.  

The international community has continued to suggest that applying existing international 

law is sufficient in order to regulate cyber operations. However, I will argue that because cyber 

operations present such a unique problem, policy solutions should focus on providing clarity on 

acceptable behavior in cyberspace rather than attempting to apply existing laws of war to a new 

and unique issue. Next, I will analyze six international treaties that address offensive 

technologies and discuss the best practices, challenges, and negotiation processes from these 

treaties and distill takeaways relevant to cyberspace. After addressing counterarguments that 

argue there is no incentive to address the cybersecurity cooperation problem or how the 

cybersecurity cooperation problem can be addressed with existing laws, I conclude with a 

discussion of how to most effectively approach governing offensive cyber operations.  

Part I: Dogs That Didn’t Bark: The Cybersecurity Problem  

“Security was not a major consideration when the Internet was designed and launched.” 
- United States National Security Strategy, 2017 (p. 13) 

 
A Brief History of Cybersecurity 

In order to fully understand the cybersecurity problem, it is important to understand how 

relatively new computation technology is. In 1969, the US Defense Department sponsored 

ARPANET (Advanced Research Projects Agency Network)  to create a small system of 

connected computers for national security purposes (Nye 5). In the mid-1980s, TCP/IP Protocol, 

or the Internet standard for data transfers between computers, was adopted. TCP/IP network 
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protocol dictates the format and method the transfer of data. Computers use routers, which 

identify data’s destination addresses and then transfer the data to another router closer to the 

destination until it eventually reaches its destination. TCP/IP Protocol was later used by the 

National Science Foundation to establish connections between universities throughout the United 

States for research purposes. TCP/IP remains the foundation for online communications on the 

modern Internet (Stahl 252).  

In 1995, the National Science Foundation transferred control of the Internet to private 

entities. When the Internet was created, it was only accessible through desktop computers in 

easily traceable locations. As quoted from the U.S. National Security Strategy above, creating 

security was not a major consideration when the Internet started. All Internet users at the time 

were known and trusted. The Internet’s only goal was to facilitate communication—resulting in 

an insecure network. The TCP/IP Protocol was intended to ensure functionality in the case of an 

external attack because having multiple routers means there are multiple paths data can take to 

reach its destination (Stahl 252). Because the system was largely intended to ensure continued 

functionality and speed, the network of routers cannot analyze the content of the data being 

transferred, making it unable to prevent damage caused by the data it transfers. The lack of focus 

on security risks during the Internet’s development has continued to leave online networks and 

activities vulnerable to a large number and range of cyber attacks (Stahl 253).  

Executing a Cyber Attack  

Being an inexpensive, low-resource, accessible technology with a large potential to harm 

states’ critical infrastructure makes cyber operations very appealing, especially in comparison to 

other dual-use technologies that are easily detectable and/or difficult to create and maintain, such 

as nuclear weapons. Since cyber operations have no physical component other than a computer, 
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they are difficult to monitor, and while they are technologically complex, they are still more 

accessible than other weapons. This makes cyber weapons accessible to not only major powers, 

but to smaller states, non-state actors, and insurgent groups. Recent cyber attacks use a 

combination of technical methods to meet the attackers’ goals.  

A “cyber weapon” is an “instrument used for hostile or unfriendly purposes against [an] 

adversary computer” (Lin 8). A cyber weapon has three distinct aspects that change depending 

on the technical characteristics and the attackers’ goals: access, vulnerability, and the payload. A 

cyber weapon must first access the targeted individual, system, or information. Access can be 

technical, either remotely through the Internet or with close-access methods including burglary, 

USB keys, and swapping chips. There are also social access methods, including bribery, 

blackmail, or persuasion (Lin 9).  

The second component of a cyber weapon, vulnerability, is the characteristics that render 

an organization susceptible to a particular threat. Vulnerabilities can be found in software, 

hardware, communications channels, or a systems’ configuration (for example, having weak 

passwords) (Lin 10-11). 

Finally, the payload determines the type of offensive action that is taken with a cyber 

weapon. The payload takes form in an attack to disrupt, degrade, or destroy a system or through 

exploitation in order to obtain confidential information (Lin 10-11).  

Cyber weapons with a similar combination of access methods, vulnerabilities, and 

payloads have been given unique terminology. Attackers combine technical and social methods 

by deceiving individuals into providing personal information, such as usernames, passwords, 

social security numbers and credit cards. For example, phishing is a broad term for any attempt 

to extract sensitive information. The attacks are generally not personalized to their victims, and 
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are sent to masses of people at the same time. Actors will often pose as legitimate businesses in 

electronic communications to attempt to extract information from a large number of people 

(United States Department of the Army). 

Spear-phishing is a sub-category of phishing that seeks to target specific individuals, 

organizations, or businesses and acquire confidential information. This is different from phishing 

attacks because it requires more thought and time in order to be successful. Because of the 

personal level of these attacks, it is more difficult to identify spear-phishing attacks than phishing 

attacks that are conducted on a larger scale (Giandomenico). Spear-phishing has been used in 

several well-known cyber attacks aimed at states, including the 2016 Democratic National 

Committee (DNC) hack by Russia and the 2015 Office of Personnel Management attack by 

China (“Deterrence and Dissuasion in Cyber Space” 64-65).  

Phishing and spear-phishing are examples of how an attacker access information. 

Sometimes, the goal is simply to access information, such as passwords, credit card numbers, or 

sensitive national security information that could compromise a state. However, sometimes 

attackers have goals beyond seeking information to compromise a computer system. 

Understanding two attack methods, in particular, demonstrates how cyber attacks are relatively 

easy to carry out, but still extremely effective. The first category, malware, refers to any software 

with a malicious intent. Malware infects computers through email or infected websites, but can 

also be spread physically through USB drives or connectivity to other infected devices. Many 

cyber attacks involve malware in the form of a virus or a worm, which differ based on how they 

spread to other computer systems. Viruses lay dormant until a user runs infected programs, but 

worms are themselves programs that can replicate independently and spread to any system 

connected to it via the Internet (Pawlak).  
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Whereas malware operates by changing the function a system is supposed to perform, the 

second frequently used cyber attack is a Distributed Denial of Serivce (DDOS) attack. Most 

Distributed Denial of Service Attacks (DDOS) use a combination of malware and DOS attacks to 

take control of numerous hijacked computers. The hijacked computers can then be combined into 

“botnets.” A botnet is a collection of compromised computers running programs under a 

centralized command and control infrastructure (Toth). The DDOS attack occurs when the botnet 

controller uses the botnets to send a massive series of requests to a targeted network or server. 

This denies other users access to the targeted system  

As discussed, a number of different state and non-state actors utilize cyber weapons. The 

primary area of concern for states and the international community is governing “offensive cyber 

operations” (OCO). Offensive cyber operations are “operations intended to project power by the 

application of force in or through cyberspace” (US Department of the Army). Crucial to this 

definition is nation-states deliberately using force. The term “offensive cyber operations” not 

only includes the cyber weapons necessary for execution, but also covers the people involved 

and their planning goals. Additionally, offensive capabilities differ significantly from defensive 

capabilities because they are hostile actions designed to disadvantage the adversary and 

advantage oneself (Lin 12). Because most cyber operations take advantage of a vulnerability the 

victim is not aware of, most operations in cyberspace are offensive; defensive measures 

generally only happen as a result of offensive actions. 

Although cyber weapons can be defined based on their technical properties, it is 

important to also unpack how cyber weapons operate in practice versus what their definitions are 

on paper. Understanding how technology complicates existing definitions highlights legal 

challenges posed by attempting to categorize cyber operations under existing legal definitions 
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and how it is difficult for nations to operate within existing law. One problem with cyber 

weapons or attacks is the difficulty of attribution, or attributing a cyber attack to an attacker. 

Consider the following (completely hypothetical, but nevertheless realistic) example: 

A computer in the United States is attacked using a computer in Russia. The 
attacker is a citizen of China, but initiated the attack in Russia (or is making her 
IP address look like it is located in Russia). The attacker is a member of an 
organized crime group with members situated globally, but the head of the group 
is in Israel.   
 

Here, it is unclear who exactly is responsible for the attack. Some aspects can be addressed 

technically (e.g., where the computer traffic came from), but the geographic location of the 

machine in Russia does not necessarily give away the operator who initiated the attack (a 

Chinese citizen)—or even the actual location if the attacker is using a fake IP address—nor the 

entity responsible for the attacker’s actions (the organized crime group from Israel).  

 Another difficulty that is unique to cyber operations is the “use of force.” Under the UN 

Charter, jus ad bellum provides a set of rules for states to determine if a ‘use of force’ is an 

appropriate response. However, because cyber attacks have no physical element, it is often 

unclear whether cyber attacks rise to the level of a use of force that triggers a nation’s right of 

self-defense under laws of war. Drawing on the hypothetical example from above, imagine the 

attacker successfully steals classified information about U.S. government military plans. The UN 

Charter and customary international law requires a nation to show a “necessity” that is “instant, 

overwhelming, leaving no choice of means … and that there was a necessity, present and 

inevitable” in order to use force as a response (UN Charter, Art. 2 para. 4). Additionally, the UN 

Charter’s ‘use of force’ does not cover actions of non-state actors. In this scenario, the attacker is 

a member of an organized crime group and not a state actor. Therefore the U.S. would be forced 

to resort to criminal prosecution.  
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Notable Cyber Attacks 

 Two major state-sponsored cyber attacks demonstrate the seriousness of cyber operations 

as well as shortcomings of international law to address cyber operations: Estonia in 2007 and 

Iran in 2010. In 2007, the Estonian government moved a Soviet war monument from the center 

of the capital, Tallinn, to a military cemetery. This decision led to a series of protests from ethnic 

Russians in Estonia and angered Russian government-funded groups outside of Estonia (Toth 4). 

Ethnic Russians viewed the statute as a cherished memorial to wartime sacrifice, while Estonians 

viewed it as a symbol of an oppressive foreign occupation (“A Cyber-Riot”).  

 Very soon after the statue was removed, “the websites of the Estonian President and 

Parliament, the vast majority of Estonian ministries, three of Estonia’s six largest news 

organizations, and two of their major banks were disrupted” (Myers). Websites that typically 

received 1,000 visits a day were flooded with as many as 2,000 views per second (Myers). The 

disruption occurred in waves over several weeks and caused widespread and continued distress. 

This attack was severely crippling because the Estonian government conducts most of its basic 

operations using the Internet. Estonia touts its paperless government; as early as 1997, the 

country referred to itself “e-Estonia” as a reference to its electronic prowess (“e-Estonia”).  

 There is overwhelming evidence this attack came from Russia. The DDOS attacks clearly 

coincided with political issues between Estonia and Russia: the Russian government had warned 

Estonia ominously that removing the statue would be “disastrous for Estonians,” and the largest 

number of attacks occurred on May 9th, the day Russia and its allies celebrate Hitler’s defeat in 

Europe (Davis). The editor of Postimees, one of the two main newspapers in Estonia, whose 

website was targeted in the DDOS attacks, said the “cyber attacks are from Russia. There is no 

question. It’s political” (Traynor). Estonian security officials have traced the initial attacks back 
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to Russian servers, including domains registered to the government and even in Putin’s 

presidential administration office (Myers). Additionally, hundreds of posts in Russian chat rooms 

online, filled with angry rhetoric in response to the statue removal, laid out precise instructions 

on how to launch a DDOS attack on Estonian websites. Many more websites that were defaced 

showed Russian or pro-Soviet propaganda. 

Even with this evidence, since a DDOS attack often involves a network of unsuspecting 

computers, Russia has been able to get away with a serious attack largely unscathed. When 

Russia’s ambassador in Brussels said “If you are implying [the attacks] came from the Russian 

government, it’s a serious allegation that has to be substantiated. Cyber-space is everywhere,” he 

was clearly taking advantage of the technical difficulties in a DDOS attack that make attribution 

in cyber operations so difficult (Traynor). Hackers who execute DDOS attacks develop 

increasingly sophisticated measures that make it nearly impossible to trace the original source of 

the attack. Russian officials deny any government involvement and claim it was patriotic hacker 

groups that executed the attack, not the state. The timing and targets of the Estonia attacks 

certainly serve as substantial evidence for most of the world that Russia was responsible, but 

since Russian officials continue to deny involvement with the attack, there is technically no 

conclusive evidence it was the Russian government.  

Although they claim the attackers were patriotic hacker groups, Russian officials have 

shown no interest in tracking down who the hackers supposedly were (Davis). Without Russian 

cooperation, which is not required by international law, Estonia’s efforts to investigate the 

DDOS attack have been largely unsuccessful. Estonian officials advocated a request for 

assistance under Article V of the North Atlantic Treaty. Article V Requires members of the 

North Atlantic Treaty Organization to assist an ally in the event of an armed attack, and states 
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such assistance may include the use of “armed force” against the aggressor. Although this 

request was never formalized, this marked the first time a NATO member state sought assistance 

from allies in response to an Internet-based attack (Toth 5-6). The DDOS attacks on Estonia 

demonstrate unique challenges posed by cyber operations, as well as the need for an international 

framework that facilitates or requires cooperation between states to investigate cyber attacks 

(Stahl 156).  

Cyber attacks are not always introduced using the Internet. In 2010, the largest known 

cyber weapon to date, Stuxnet, damaged over 1,000 uranium enrichment centrifuges at the 

Natanz nuclear facility in Iran (Cirenza). Iranian officials discovered malicious software with the 

ability to replicate itself on computers managing their nuclear facility. The malware made it 

appear on the computers monitoring nuclear centrifuges that all was functioning properly, but 

centrifuges had been mysteriously spinning out of control and exploding since 2008. Iranians 

were mystified and grew distrustful of their own capabilities, until 2010, when a new variant of 

Stuxnet spread to civilian computers outside of the Natanz facility. Stuxnet spread because an 

error in the malicious code led it to spread to an engineer’s computer when it was connected to 

the centrifuges. When this engineer left Natanz and connected his computer to the Internet, 

Stuxnet failed to recognize its environment had changed and it began spreading all around the 

world, looking for the Natanz facility (Sanger).  

Stuxnet was the first time a state, namely the U.S. and Israel, had used a cyber weapon to 

launch a kinetic attack on another state’s critical infrastructure, achieving with computer code 

what could only be accomplished “by bombing a country or planting explosives” (Sanger). 

Neither the U.S. nor Israel has openly admitted to creating Stuxnet. However, major security 

firms, such as Symantec (Shearer), researchers, such as David Sanger from The New York Times, 
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and anonymous whistleblowers from the CIA have attributed the attack to them (Sanger). 

Stuxnet has been described as the “harbinger of a new form of warfare that threatens even the 

strongest military powers” (Lindsay). Michael Hayden, the former C.I.A. Director, described 

Stuxnet as “the first attack” of its kind, where a cyber attack caused physical destruction rather 

than slowing computers or stealing data (Sanger).  

 Other prominent examples of cyber weapons include Israel launching a cyber attack that 

tricked the Syrian air defense system into displaying no approaching airplanes to its operators for 

a limited time, blinding the entire defense system (Rid 9), and Russia allegedly attacking 

Ukraine’s power grid in 2015 and 2016 (Park et al), shutting off lights and heaters for roughly 

225,000 residents (Zetter). These examples demonstrate several characteristics about cyber 

operations that make it difficult for states to behave under international law and to regulate 

appropriate behavior in cyberspace.  

International Community Efforts to Regulate Cyber Operations 

Currently a “loose amalgamation” at best of existing international law attempts to govern 

state action regarding cyber weapons (Morgus). Two international laws regarding behavior in 

wartime have cyber-specific adaptations. Jus in bello, Latin for “right in war,” constricts how 

states fight, including what assets cannot be targeted and what weapons cannot be used. Three 

high-level principles underpin jus in bello: military necessity, positing an attack must be on a 

legitimate military target; distinction, the idea combatants must distinguish between combatants 

and noncombatants; and proportionality, meaning the destruction to civilians and civilian 

property must be proportional to the strategic gain achieved. Jus ad bellum defines what kinds of 

actions constitute an act of war and prescribes what state actions are and are not acceptable 
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during peacetime, such as the use of force. In order to wage war, jus ad bellum requires a state to 

have just cause and to declare war—which can only be declared as a last resort (UN Charter).  

A group of NATO legal scholars produced The Tallinn Manual on International Law 

Applicable to Cyber Warfare in 2013, which aimed to translate general principles from jus in 

bello and jus ad bellum to cyberspace (Morgus). The original Tallinn Manual, appropriately 

named after the DDOS attacks in Tallinn, Estonia, focused on the “most severe” cyber 

operations, including those that violate the prohibition of the use of force, entitle states to the 

right of self-defense, or occur during armed conflict (Schmitt). The authors generally suggested 

cyber warfare should be limited by the laws of armed conflict (“Deterrence and Dissuasion in 

Cyberspace” 69). The updated Tallinn Manual, released in 2017, adds a legal analysis to “more 

common cyber incidents” states regularly use that fall below the thresholds of armed conflict or 

the use of force (“Tallinn Manual Process”). However, the scope of the acceptance of these 

principles has been limited by the Tallinn Manual’s origins (Nye 10). The introduction states the 

manual “is not an official document but rather the product of a group of independent experts 

acting solely in their personal capacity.” Despite its shortcomings, The Tallinn Manuals are 

widely regarded as the most comprehensive source of legal analysis on international law 

applicable cyber operations to date (Finnemore 127). 

The 2016-2017 United Nations Group of Governmental Experts (GGE) was tasked by the 

UN General Assembly with the study of existing and potential threats in the sphere of 

information security and measures to address these threats, including norms, rules, and principles 

of responsible behavior of states. Over the course of one year, experts from 25 countries met to 

study “how international law applies to the use of information and communications technologies 

(ICTs) by states.” In June 2017, the GGE announced it had failed to create the consensus 
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outcome report on norms in cyberspace it was tasked with. International law and its application 

to cyberspace were the critical issue that ultimately led to an unsuccessful outcome. The United 

States expected “clear and direct statements on how certain international law applies to states’ 

use of ICTs,” but other countries, such as Russia and China, were concerned these would lead to 

“unilateral punitive force actions… and even military action by states claiming to be victims of 

illicit uses of ICTs.” Russia, China, and other states with similar ideologies share the view that 

peaceful settlement of disputes should be emphasized. Western democratic countries believed 

clear affirmations of legal framework would reduce the risk of conflict in cyberspace (Korzak).  

The UN GGE had made significant progress on suggesting norms in other areas, but the 

fact that one paragraph regarding international law overshadowed all the progress the GGE had 

made, leading to this failure, is significant. This demonstrates international law is the most 

salient area of confusion regarding negotiations on cyber operations, which ultimately prevented 

the UN experts from creating the advisory report they were tasked with. Difficulties translating 

principles of international law to cyber operations have come up before the UN GGE. 

Part II: Examining Current International Agreements 

Having summarized the history of cyber operations, the mechanics of a cyber attack, 

previous cyber attacks, and previous international community efforts to regulate cyber 

operations, this section will analyze prior international treaties and thereafter generate lessons 

learned that apply to managing an offensive cyber operations regime. The ubiquitous nature of 

cyber weapons and their increase in frequency leaves policy makers and political leaders facing 

unparalleled challenges in an unfamiliar landscape (Pytlak 98). Given the cyber domain’s 

novelty and volatility, there are many potential paths along which cyber norms could evolve. 

This section will proceed with a methodical review of regime formation theory and its 



	 16 

application to the cyber cooperation domain in order to design and develop effective methods for 

approaching cybersecurity governance in the future.  

Regimes are the “principles, norms, rules and procedures that govern issue areas in 

international affairs” (“The Regime Complex” 5). These norms can be institutionalized to 

varying degrees. A regime can vary between a single legal instrument on one end and 

fragmented arrangements on the other (“The Regime Complex” 7). On a spectrum of formal 

institutionalization, there is currently no single regime for the governance of cyber operation. As 

they stand today, cyber operations are governed by a set of loosely coupled norms and 

institutions that have some identifiable core linkages. As discussed earlier, organizations such as 

the United Nations provide a general overarching framework for governments trying to manage 

cyber operations. However, the sheer range of activities in cyber operations mixes formal and 

informal norms, a range of actors and activities, and a broad range of issues from security to 

connectivity that are not institutionalized by a regime.   

Regime theorists have three different theoretical approaches that provide useful lenses for 

understanding how cybersecurity norms may form: realism, liberal institutionalism, and 

constructivism. Realists argue regimes are created and sustained by the most powerful states, and 

hegemons have an incentive to provide public goods because they will benefit disproportionately 

(Gilpin). From this point of view, it makes sense Russia and China, who have large percentages 

of the total number of global Internet users in each of their countries, have been advocating for 

an international treaty for a number of years. As a powerful state’s power decreases, the 

maintenance of regimes becomes difficult—indicated by the declining US control of the Internet, 

and more control given to adversarial powers such as China and Russia (“The Regime Complex” 

11). 
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Liberal institutionalism emphasizes the rational self-interest of states seeking cooperative 

solutions to collective action problems. International regimes provide a way to enhance 

transparency, monitor compliance, and sanction deviant behavior. Liberal institutionalism is a 

compelling approach for understanding regime creation because it assumes regimes can help 

states achieve benefits and reduce costs through cooperation. Crucially, an important 

precondition for regime formation is that states must have perceived interests to cooperate 

(Keohane). There is a good deal of fragmentation in cyberspace; some areas, such as preventing 

crime or terrorism, are more compelling for interstate agreement while other areas, such as 

online privacy are highly dependent on a states’ ideology. Liberal institutionalism explains why 

the U.S. and China created a bilateral agreement in 2015 to refrain from supporting cyber-theft 

of intellectual property (Rollins). The bilateral agreement helps both states achieve benefits, but 

is limited in its scope to commercial espionage because the U.S. and China do not have solidified 

incentives to cooperate over other measures in cyber operations.  

Finally, constructivist theory emphasizes how groups change the perception and 

organization of their interests over time (Ruggie). In particular, liberal constructivism places 

emphasis on the “varying context, processes, and choices of political elites” (Tsygankov 3). Like 

institutionalism, it is assumed states act in their national interest, but what is important to 

constructivism is how states interests are perceived and implemented. Constructivists emphasize 

varying identities and beliefs and specific social meanings over objective facts about the world. 

States are rational actors, but their rationality is heavily influenced by perceptions, which are a 

mix of history, ideas, norms, and beliefs (Slaughter 19-20). In the cyber domain, where 

technology is new and volatile, states are struggling to understand and define their interests 

across different and often conflicting issues. Additionally, because of their interests in beliefs 
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and ideology, constructivism emphasizes the role of non-state actors more than other approaches. 

This is useful for cyber operations because NGOs and transnational corporations, such as 

Microsoft, have attempted to alter states beliefs about issues like online privacy and international 

cooperation on security (Finnemore 437). Constructivist theory helps explain why there is 

considerable fragmentation over norm-based questions such as what constitutes a cyber attack, 

which is prevalent in the NATO GGE debate over international application of laws to 

cyberspace.  

Assessing previous efforts in international regime formation demonstrate how realist 

projections about regime formation are based on poorly specified indicators of change. Even 

after monopolies over a new technology erode, it is possible to develop normative frameworks 

for governance of particular issue areas. While these different regime formation theories have 

some overlap, liberal institutionalism and constructivism provide better tools for understanding 

how regime formation over cyber operations is possible, rather than through the oversimplified 

theory of hegemonic transition (“The Regime Complex”13).  

Methodology 

There is evidence to believe an international agreement over offensive cyber operations 

would be effective from examining other treaties with a similar purpose as well as states existing 

interest in creating such a treaty. Critics of this solution note that technical difficulties, cultural 

differences, and varied approaches to the management of cyberspace would make the 

negotiation, adoption, and implementation of such an agreement difficult. Examples of this are 

run through the Tallinn Manual; for example, experts defined a “cyber attack” as one that causes 

damage to objects, but could not agree on what exactly constituted “damage to objects” (Pytlak 

13-14). Additionally, states would likely be interested in working together to address cyber 
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threats posed by non-state actors such as terrorists or criminals, but may not be as compelled to 

constrain their own actions (Valeriano). Given there is currently virtually no global regulation 

regarding cyber weapons, creating a new treaty dedicated to cyber weapons remains likely the 

most effective and compelling policy solution regarding cyber weapons. 

Cyber weapons are often compared to nuclear, biological, or chemical weapons, which 

all have respective legal frameworks governing their use (Cirenza). This thesis adds 

methodological depth to previous work on successful and non-successful international treaties by 

considering not only the three fairly successful treaties on dual-use weapons (nuclear, chemical, 

and biological), but also considers three other treaties, which are drawn from different periods in 

time and vary in their success. These six treaties provide a sizeable sample from different points 

in time, with variation on both the issue at question and the international community’s success in 

regime enforcement. Within the six cases, I also draw attention to the processes of both failed 

and successful treaties, highlighting the relevant state and non-state actors and revealing the 

points at which the treaties either had an impact or failed to be utilized.  

I will proceed by examining the background information necessary to understanding each 

treaties context along with components that are relevant to cyber operations. Throughout these 

case studies, I will focus on several elements that are particularly important to offensive cyber 

operations: major power support, non-state actor involvement, how the international community 

chose to enforce this treaty, and the international community’s success in managing and 

enforcing this treaty. Using these insights from the six case studies I have selected, I will then 

draw lessons in order to make recommendations about what would make a successful 

international agreement on cyber operations.  

Case Study #1: The Treaty on the Non-proliferation of Nuclear Weapons  



	 20 

The Treaty on the Non-proliferation of Nuclear Weapons (NPT) is a useful starting point 

not only because it is the first case study chronologically—cyber operations are very often 

compared to Cold War-era nuclear deterrence. As a chronological analogy, the cyber domain 

today is often compared to the nuclear domain in the 1960s because the technology is relatively 

new and states are still struggling to define their interests (“The Regime Complex” 12). The 

nuclear deterrence analogy provides a way to frame conflict between states as a bilateral conflict 

between the East and West. For the last several years, media reports have proclaimed the 

existence of a “cyber Cold War” between the United States and China (Lawson). David Sanger, 

the author of the New York Times piece revealing Stuxnet’s origins, even used a nuclear 

deterrence analogy in one of his follow-up pieces to analyze Stuxnet’s implications (“Obama 

Ordered Wave of Cyberattacks Against Iran”).  

When forming policies on cyber weapons, policymakers often group cyber weapons with 

nuclear weapons. Cyber weapons have many technical similarities to nuclear weapons: both have 

a high destructive potential, are very technically complex, and have civilian and military 

applications. The analogy between cyber and nuclear is evident in policy; the 2004 United States 

National Military Strategy introduced “cyber weapons” into the category of “weapons of mass 

destruction/effect”; others have substituted “destruction” for “disruption” and argued cyber 

attacks can even have effects equivalent to nuclear attacks (Lawson). The tendency to compare 

cyber weapons and nuclear weapons causes an ongoing crisis of effectively identifying and 

understanding what is new and different about cyber conflict. Understanding the NPT helps open 

new possibilities to think more productively about the full spectrum of cyber security challenges.  

A. Background 
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 International efforts to create a system enabling all states to have access to nuclear 

technology under appropriate safeguards began in 1946, but terminated in 1949 because of 

serious political differences between major powers (namely, the United States and the Soviet 

Union) (“2015 Review Conference”). Within the UN, the principle of nuclear non-proliferation 

gained momentum in the 1960s. The technology of nuclear weapons and nuclear energy was still 

fairly new, and states struggled to define their interests. The NPT opened for signature in 1968 

and entered into force quickly after in 1970. The NPT was ratified and entered into force quickly 

largely because of its major power support; 191 states have joined the NPT, including the five 

“nuclear-weapon states” at the time, the United States, the USSR (now Russia), China, France, 

and the United Kingdom (“Treaty on the Non-Proliferation of Nuclear Weapons”). The NPT is a 

landmark international treaty, whose objective is to prevent the spread of nuclear weapons and 

weapons technology (Bunn). 

 Beyond its objective to prevent the spread of nuclear weapons and technology, the NPT 

aims to promote cooperation in peaceful uses of nuclear energy and further the goal of eventually 

achieving complete nuclear disarmament. To further these goals, the Treaty established the 

International Atomic Energy Agency (IAEA), “an independent, intergovernmental science and 

technology-based organization” responsible for verifying compliance with the Treaty through 

routine inspections (“The IAEA Mission Statement”). IAEA scientists represent the extent of 

non-state actor involvement with the NPT; it was important for the treaty enforcement to have 

experts who could serve in a neutral position in order to enforce nuclear safety standards and 

compliance, but states limited involvement otherwise. The NPT also holds a review Conference 

every five years, in which state parties assess the implementation of the Treaty’s provisions and 

make recommendations on measures to further strengthen it. In 1995 at the NPT Review and 
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Extension Conference, state parties agreed to extend the Treaty indefinitely (“2015 Review 

Conference”). 

B. Treaty Enforcement and Impact 

Since the NPT entered into force, it has suffered from major non-compliance issues. 

Possibly weapons-related activities have been discovered in Iraq, North Korea, and Iran in areas 

hidden from IAEA inspectors. North Korea and Iran both obtained enrichment technology from 

Pakistan, which is not a state party to the NPT regime. This demonstrates there are dangers to the 

NPT regime from nonparties that are not bound by the NPT’s prohibition against assisting non-

nuclear weapons states in acquiring nuclear weapons. Additionally, the United States has seemed 

to reflect a policy that pushes other countries to reject the acquisition of nuclear weapons for 

their defense, while the U.S. relies heavily on nuclear weapons for its own defense (Bunn). This 

constitutes a major threat to the NPT’s goal of nonproliferation.  

 These noncompliance issues, though important, should not diminish the NPT’s overall 

success. The international community has been successful in establishing the nonproliferation 

norm and incentives for non-nuclear weapons states to remain non-nuclear. A former U.S. arms 

control negotiator, Robert T. Grey, the NPT is “in many ways an agreement as important as the 

UN Charter itself” (Bunn). Many believe the NPT regime is in need of strengthening due to 

modern security challenges, but it has created a strong example of an international regime.  

Case Study #2: The Convention on the Prohibition of the Development, Production, and 

Stockpiling of Bacteriological and Toxin Weapons  

Biological weapons are a particularly helpful comparison for cyber operations because 

the BWC is a global arms control treaty on a dual-use technology. If nuclear weapons are the 

dominant metaphor used to frame cyber conflict, biological weapons are a close second; use of 
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biological metaphors such as “viruses” and “infections” have been common in the discourse of 

computer security for decades (Lawson). As early as the 1990s, policy-makers in the United 

States worried about the threat of “bioterrorism” because biological agents were easy to spread 

without detection—making attribution extremely difficult, and giving attackers the ability to 

strike anonymously (Cooper 124). Biological warfare and bioterrorism provide better analogies 

for understanding cyber operations because both are unpredictable in their effects, indifferent to 

national borders, and make it difficult to defend boundaries between civilian and military 

spheres.  

A. Background 

Norms against the use of biological weapons date back to the Geneva Conventions in the 

1925, but building legally binding norms to completely ban biological weapons received focus in 

the heightened arms control atmosphere of the 1960s and 70s parallel to nuclear and chemical 

weapons (“History of Biological and Toxin Weapons Convention”). After discussion and 

negotiation in the United Nations’ disarmament forum starting in 1969, the Convention to 

prohibit the storing and stockpiling of biological (bacteriological) weapons opened for signature 

in 1972 and entered into force shortly after in 1975. The BWC currently has 179 states-parties, 

six signatories, and only 11 states that have neither signed nor ratified the BWC. The BWC 

categorically prohibits the development, stockpile, production, or transfer of biological agents 

and toxins that have no justification for protective or peaceful use (“Convention on the 

Prohibition of Biological Weapons”). The BWC had a great deal of major power support during 

its discussion, which helps explain why the treaty was written, opened for signature, and went 

into force in only six years. Non-state actor involvement was limited to technical experts in 

research centers and laboratories that specialize in biological activities (“History of Biological 
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and Toxic Weapons Convention”). This technical expertise helped establish limits on acceptable 

biological materials and activities.  

B. Treaty Enforcement and Impact 

Having no formal implementation body, like the IAEA is for the NPT, has led to blatant 

violations of the BWC in the past, including violations from the Soviet Union, and potentially 

issues with Russia, Iraq, and Cuba. However, many best practices for international community 

enforcement stem from the BWC’s confidence-building measures. In lieu of a formal 

implementation body, states are encouraged to abide by the treaty through domestic 

implementation measures. States may also lodge complaints with the UN Security Council 

should they believe another state is violating the treaty, which provides an important source of 

accountability for member states. Additionally, the UN Security Council holds review 

conferences every five years to review the BWC’s implementation and establish further 

confidence-building measures (“Convention on the Prohibition of Biological Weapons”).  

The BWC created norms that encourage states to exchange information related to 

biological activities, including data on high-containment research centers that specialize in 

permitted biological activities, information on abnormal infectious disease outbreaks, the 

publication of biological research. Arguably, the BWC’s success can be attributed to global 

human rights norms opposing biological weapons for their harmful effects on human health.  

Case Study #3: The Convention on the Prohibition of the Development, Production, 

Stockpiling, and Use of Chemical Weapons and on Their Destruction (CWC) 

The Biological Weapons Convention was an incremental step forward into the 

commitment to achieving a Chemical Weapons ban. Chemical and biological weapons were 

linked to one another following World War II, but diverged shortly after the United Kingdom 
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created the draft biological weapons disarmament treaty in 1969 (“Genesis and Historical 

Development”). After the BWC entered into force, the issue of chemical weapons gained focus 

on the global disarmament agenda. The Chemical Weapons Convention is the third and final 

“arms control treaty” I analyze here, paralleling the NPT and the BWC.  

A. Background 

During the 1970s, a US-Soviet working group was formed to announce an initiative on 

chemical weapons, indicating broad support across political actors for a Chemical Weapons ban. 

Negotiations began in 1980 and received increased momentum when the UN Secretary-General 

announced chemical weapons were used by Iraq in its war against Iran. In 1986, the global 

chemical industry began actively participating in these negotiations. Throughout the 

Convention’s drafting process, state parties worked on the basis of a “rolling text,” where areas 

of consensus and disagreement were reflected. After a number of breakthroughs in cooperation 

between the United States and the Soviet Union, the Convention opened for signature in 1993, 

receiving 130 signatures in only one day, and entered into force in 1997.  

The CWC aims to “eliminate an entire category of weapons of mass destruction by 

prohibiting the development, production, acquisition, stockpiling, retention, transfer, or use of 

chemical weapons” by any state party (“The CWC at a Glance”). It currently has 192 state 

parties, who have all agreed to chemically disarm by destroying any stockpiles of chemical 

weapons, the facilities that produced them, and chemical weapons they abandoned on the 

territory of other state parties in the past (“Chemical Weapons Convention Signatories and 

States-Parties”). The Convention is implemented by the Organization for the Prohibition of 

Chemical Weapons (OPCW). The OPCW acts as a legal platform for implementation of the 

CWC provisions, receiving states-parties’ declarations of states chemical weapons-related 
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activities or materials and then inspecting and monitoring states-parties’ facilities and activities 

in order to ensure compliance. The OPCW is intended to adapt to the rapid pace of scientific and 

technological developments, as well as shifts in the international environment (“Genesis and 

Historical Development”). Similar to the NPT and BWC, every five years, the Convention 

mandates states parties undertake a review of the CWC’s implementation process. In these 

review conferences, particular attention is given to the changing context of the verification 

regime as well as scientific and technological advances in chemistry, engineering, and 

biotechnology (“The CWC at a Glance”).  

B. Treaty Enforcement and Impact 

A unique feature of the CWC is the “challenge inspection” procedure, which allows any 

State Party in doubt about another State Party’s compliance to request the OPCW’s Director-

General to send an inspection team to clarify questions of possible noncompliance (“The CWC at 

a Glance”). States Parties have committed themselves to the principle of “any time, anywhere” 

inspections with no right to refuse. Despite its high value in theory, a challenge inspection has 

never been requested, but the theoretical availability remains and contributes to the prevention of 

noncompliance (Abe). 

 As of January 2018, the OPCW reported over 96 percent of the world’s declared 

chemical weapons stockpile have been destroyed. The CWC has also received humanitarian 

praise; the 2013 Nobel Peace Prize was awarded to the OPCW for “defin[ing] the use of 

chemical weapons as a taboo under international law” (“The Nobel Peace Prize 2013 – Press 

Release”). 

Case Study #4: The Montreal Protocol on Substances that Deplete the Ozone Layer	

A discussion of case studies about international agreements is incomplete without the 
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Montreal Protocol. The Montreal Protocol is an international treaty designed to protect the ozone 

layer by phasing out the production of numerous substances that are responsible for ozone 

depletion. In 2009, it achieved universal participation—making it the first treaty of any kind in 

the history of the United Nations to do so (“Handbook for the Montreal Protocol”). Due to its 

widespread adoption and implementation, as well as its success in reducing holes in the ozone 

layer, it has been hailed as an example of exceptional international cooperation. Kofi Annan, 

former Secretary-General of the UN, has said “perhaps the single most successful international 

agreement to date has been the Montreal Protocol” (Stratospheric Ozone Protection 2).  

A. Background 

The Montreal Protocol was a response to concern over stratospheric ozone depletion, 

which evolved quickly from an environmental issue concentrated in the United States to a major 

policy issue of international importance, ultimately resulting in the Treaty formation. 

Chlorofluorocarbons (CFCs) are a group of synthetic chemical compounds that have uses as 

aerosol propellants, in refrigeration and air condition, in plastic, and as solvents for cleaning 

electrical components. In the early 1970s, independent research connected CFCs with 

stratospheric ozone depletion. The stratospheric ozone layer shields the earth from UV-B 

radiation, which has harmful effects for human health, plants, and aquatic ecosystems. In 1985, a 

team of British researchers found a massive reduction in the concentration of ozone of 

Antarctica. This received significant media attention and led to a new sense of urgency about 

stratospheric ozone. In the international community, this legitimized stratospheric ozone 

depletion as an international environmental issue and established the 1985 Vienna Convention, 

which would eventually lead to the 1987 Montreal Protocol (Morisette). The Montreal Protocol 

benefited significantly from leadership from major producers of CFCs and international 
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organization involvement, including the United States, members of the European Economic 

Community, Canada, the UN World Meteorological Organization, and the Organization for 

Economic Cooperation and Development (Morisette).  

Evolving scientific understanding of stratospheric ozone, increasing public concern based 

on the threat of skin cancer and the Antarctic ozone hole, and the availability of acceptable 

substitutes to CFCs helped shift the debate from whether CFC regulation was necessary to when 

and how to regulate CFCs (Morisette). The treaty is structured around several groups of 

hydrocarbons that deplete stratospheric ozone. These substances are grouped, and within each 

group, the treaty provides a timetable on which state-parties must phase out and eliminate 

production of these substances. Additionally, the Montreal Protocol is a “flexible agreement,” 

meaning it includes mechanisms for re-evaluating and revising the protocol on the basis of new 

scientific information. Separate adjustments and amendments to the Protocol have been adopted 

in Meetings of the Parties, which happen yearly, and demonstrated how the ozone regime has 

evolved over time along with “evolving scientific knowledge and technological developments” 

(Handbook for the Montreal Protocol”).  

B. Treaty Enforcement and Impact 

Since it has entered into force in 1989, the Montreal Protocol is praised as one of the 

most successful efforts in international cooperation that serves as a “model” for addressing other 

problems.
 
The Montreal Protocol’s negotiation process, which relied heavily on leadership from 

major CFC producers, served as a catalyst that eventually allowed it to reach universal 

participation. The Protocol’s flexible approach to science, which has allowed states to amend the 

treaty as necessary given new findings on CFCs, demonstrates having clear science is not a 

necessary precondition for global cooperation. Both the negotiation process and the flexible 
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approach to science are useful to negotiating a cyber operations treaty. 
 

Assuming continued international compliance, Antarctic ozone levels are expected to 

return to pre-1980 levels by 2050 (Stratospheric Ozone Protection 1). As the first international 

agreement aimed at resolving a global atmospheric problem, it is a landmark agreement not only 

for its universal participation. The Montreal Protocol signifies innovative approaches to major 

global problems are possible when decision-makers decide to take significant action.   

Case Study #5: The United Nations Convention on the Law of the Seas 

The UN Convention on the Law of the Seas (UNCLOS), which governs the sea, 

transcending traditional notions of territorial jurisdiction, is particularly useful for providing a 

framework for international law on cyber operations. Since the seventeenth century, the oceans 

have historically been governed by the freedom-of-the-seas doctrine, which mandates national 

jurisdiction to only the sea surrounding a nation’s coastline and leaves the rest of the ocean “free 

to all and belonging to none.” By the mid-twentieth century, growing concern over spreading 

pollution, ocean resources, and the increased presence of maritime powers were threatening to 

transform the oceans into another arena for conflict and instability. In response to escalating 

tensions in the ocean, in 1967, Malta’s Ambassador to the United Nations called for an “effective 

international regime over the seabed and the ocean floor beyond a clearly defined national 

jurisdiction” (“Historical Perspective”). 

A. Background 

The UNCLOS resulted from the third United Nations Conference on the Law of the Sea, 

which took place between 1973 and 1982. It replaced four 1958 treaties that separately governed 

the sea, continental shelf, and fishing resources. The Convention is, in short, an “unprecedented 

attempt by the international community” to regulate all aspects of ocean resources and use (UN). 
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In an attempt to reduce the possibility of groups of nation-states dominating negotiations, the 

conference used a “consensus” process rather than a majority vote. It opened for signature in 

1982 and was entered into force in 1994. UNCLOS currently has 168 parties. One notable non-

signatory is the United States, which objects to Part XI dealing with mining of minerals outside 

of nationally regulated ocean areas.  

B. Treaty Enforcement and Impact 

Three particular qualities about the UNCLOS make it relevant to cyber operations. First, 

the UNCLOS treaty represented a major international experiment in decision- making by 

“consensus;” larger states cooperated with smaller ones to reach agreements. In his reflections on 

the UNCLOS negotiation process, Alan Beesly, the Ambassador of Canada to the Third UN 

Conference on the Law of the Sea, argues the consensus process was “absolutely essential” to 

negotiating the Treaty. Beesly goes on to say “agreements that are reached by the simple process 

of voting through a majority view do not last. Such decisions… turn out to be a reflection of the 

point of view of the majority” (186). At the beginning of the conference, participants created 

“interest groups” to protect respective stakeholders, including a coastal group, a major maritime 

powers group, a “landlocked and geographically disadvantaged group,” and regional Eastern 

Western groups (187). As the conference evolved, group members would set up “ad hoc working 

groups” to bring together major protagonists and settle one issue at a time, slowly making 

progress. The common characteristic in all of these interest groups and meetings is “developed 

and developing countries” did not assume they were enemies; they recognized they had 

something in common and determined to work together where they could (Beesly 191). Where 

developed and developing countries worked together as partners, success was achieved in 

negotiations.
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The second reason UNCLOS is useful is because definitions of “piracy” cover a wide 

range of activities, similar to offensive cyber operations. UNCLOS specifically addresses piracy 

by defining what constitutes piracy and describing the duties of all nations with respect to piracy. 

Article 101 defines piracy as any illegal acts of violence or detention; any act of voluntary 

participation in the operation of a pirate ship or aircraft, and any act of inciting or facilitating an 

act of such violence or participation (Convention on the Law of the Sea, Art. 101). A notable 

shortcoming of UNCLOS is the inadequate definition of piracy. It is unclear whether “pirates” 

are those affiliated with sovereign nations or criminal organizations. UNCLOS also mandates 

universal jurisdiction over piracy, but no country is exercising such jurisdiction. Between 1998 

and 2009, a study identified 1,158 incidents of piracy, but international prosecution occurred in 

only 1.47 percent of these cases (Kontrovich 143). The fact that nations are permitted to 

prosecute acts of piracy under universal jurisdiction, but generally choose not to, is instructive on 

the importance of having carefully constructed definitions in international law. A 

comprehensive, universally accepted definition of cyber activities would likely facilitate 

application of universal jurisdiction.  

 Finally, the UNCLOS is a useful example because the treaty governs an area of law that 

transcends territorial borders into an area that had been previously ungoverned. UNCLOS 

entered into force based on “the notion that all problems of ocean space are closely related and 

needed to be addressed as a whole” (Stahl 267). The Internet is shared globally and actions taken 

by one Internet user can affect other nations globally.  

Case Study #6: The Convention on the Prohibition of the Use, Stockpiling, Production and 

Transfer of Anti-Personnel Land Mines and on Their Destruction (Ottawa Convention) 

The Ottawa Convention or “Mine Ban Treaty” seeks to end the use of anti-personnel 
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landmines (APLs) worldwide. APLs as defined by the treaty are “mines designed to be exploded 

by the presence, proximity, or contact of a person and that will incapacitate, injure or kill one or 

more persons” (“The Ottawa Convention at a Glance”). In the early 1990s, anti-personnel mines 

had caused a profound humanitarian crisis; the International Committee of the Red Cross (ICRC) 

stated that APLs had created an “epidemic” of exceptionally severe injury, death, and suffering. 

The ICRC’s surgeon staff was alarmed at the sharp increase of landmine victims and persuaded 

the ICRC to focus its diplomatic efforts on raising this issue. Injuries from a mine blast typically 

include shattered limbs requiring amputation, multiple operations, and permanent disability. 

They are inherently incapable of distinguishing civilians from soldiers and continue to strike 

after conflicts have ceased (“Overview of the Convention on the prohibition of anti-personnel 

mines.”).  

A. Background 

In 1996, governments led by Canada began to draft the Ottawa Convention, and it opened 

for signature in 1997 and entered into force shortly thereafter in 1999. The Ottawa Convention 

marked the first time states agreed to ban a weapon that was currently in widespread use purely 

on the basis of international humanitarian law. It also does not just prohibit APLs; the treaty is a 

comprehensive source of action designed to remove mines already in the ground, assist mine 

victims, and raise awareness among civilian populations about APLs and their dangers (“The 

Ottawa Convention at a Glance”).  

B. Treaty Enforcement and Impact 

There are currently 34 non-signatories to the Ottawa Convention, including major powers 

such as the U.S., Russia, and China, and very few countries in key regions of tension, such as the 

Middle East and South Asia, have chosen to participate. Non-state armed groups continue to use 
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“improvised explosive devices” that meet the definition of banned APLs in about ten countries 

per year, and millions of mines are planted in 61 countries and disputed areas, claiming 

thousands of victims (“The Ottawa Convention at a Glance”). The treaty did not create an 

implementation or verification body, nor did it outline punitive measures for noncompliance. 

Although the landmine crisis is far from over, the Ottawa Convention has successfully 

formed international norms that discourage all countries, whether they are a signatory to the 

treaty or not, to refrain from using mines by reframing landmines from a weapon to a 

humanitarian issue. The legal global trade in APLs has “virtually halted,” and the number of new 

mine victims has “dropped significantly” where the convention’s norms and requirements are 

being respected and implemented (“Overview of the Convention on the prohibition of anti-

personnel mines”).  

Additionally, the APL ban campaign is a useful case to examine because the international 

campaign began entirely as an effort of international NGOs (Anderson 104). From a 

constructivist perspective, the ICRC can be seen as a “norm entrepreneur” that was able to alter 

state beliefs about APLs (Slaughter 5). A diverse coalition of international NGOs came together 

soon after to create the International Campaign to Ban Landmines, which grew to 1200 NGOs in 

over 60 countries. NGOs found a range of bases to support the ban campaign, ranging from 

human rights, a medical and public health issue, or a matter of dealing with the consequences of 

war (Anderson 105). The ban campaign was a genuine partnership between NGOs, international 

organizations, and sympathetic states (Anderson 108). This partnership is regarded as a principal 

legacy of the ban campaign, and a “new and better” way of creating international law (Anderson 

109).  

Discussion 
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 These cases are all particularly instructive and relevant to cyber operations because each 

of these treaties was transformative for global norms. However, each treaty had different 

underlying conditions and goals, which affected the international community’s approach to 

achieve them. The histories of the NPT, BWC, and CWC is interwoven into the global arms 

control discussion, and have been reasonably successful in managing proliferation and 

discouraging use of the weapons. The Montreal Protocol’s success offers significant wisdom for 

the future in developing international management strategies to regulate materials harmful for 

human and planet health. The UNCLOS brought fundamental change and meaningful legal 

guidance to the sea, which previously transcended traditional notions of territorial jurisdiction. 

The case of AP land mines suggests humanitarian organizations can serve as the catalysts to 

politicize an issue and lead to a rapid, widespread response. There are vast differences in time, 

technology, and context between these cases and offensive cyber operations. Regardless, there 

are still some lessons learned that endure and are particularly relevant to cyber operations. 

Learning from the past offers significant wisdom with which to guide a future course of action 

for an offensive cyber operations treaty.  

Part III: Forming an International Agreement on Cyber Operations  

“Scholarship is inevitably enmeshed in the complexities of the world we live within, and cannot 
sit on the sidelines.” 

-- Gerard Toal, Near Abroad (18) 
 

Despite the likelihood of noncompliance from countries such as Russia (given the 2008 

attacks on Estonia and its strategy of information warfare), creating a new international 

agreement regarding cyber weapons remains the most effective way to remedy this complex 

policy issue. Adopting international legal guidelines around cyber weapons from current laws of 

war fails to adequately address cyber threats and it is time for the international community to 
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create a global cyber treaty. Such a treaty would provide a helpful step toward preventing cyber 

weapons from becoming a tool where customary international law does not apply and states can 

act freely (Pytlak 15). If a set of rules, norms, and decision-making procedures would overcome 

the uncertainties that undermine cooperation, increase information about state behavior, and 

increase efficiency, regime formation is an appealing option for states (Slaughter 2-3).  

The current international legal regime governing cybersecurity fails to provide a 

comprehensive, effective framework to deal with the unprecedented challenges nations face from 

various forms of offensive cyber operations. The international legal frameworks ranging from 

weapons to environmental and humanitarian concerns, even with their shortcomings, provide a 

basis for a cohesive regime governing offensive cyber operations. The following section 

addresses the final question of this thesis: What can be learned from previous examples of 

international cooperation to create an offensive cyber operations treaty? The lessons from above 

are inherently relevant to cyber operations because all were global attempts to regulate 

something that had not been regulated before. As such, there are lessons to be learned regardless 

of differences in context. Having provided observations from previous cases, I will now 

summarize lessons learned: 

1. Treaty formation will take time to gain momentum. 

2. Independent research, if it is framed in a way that demonstrates the value of a cyber 

operations treaty to lawmakers, can help a treaty gain momentum and support. 

3. In order for a treaty to be effective, there must be support from both major powers in the 

traditional sense, but also from major countries of concern. 

4. Throughout any treaty negotiation process, states should use consensus-based 

negotiation. 
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5. Limit non-state actor involvement to technical experts. 

6. With treaty enforcement, cyber operations make it crucial to include a flexible approach 

to science. 

7. Mandate confidence-building measures and information sharing.  

1. Time is of the Essence.   

In the case examples above, the lengthiest period of time during the regime formation 

process was the time when a weapon or problem was introduced until the time negotiations for 

an actual treaty began. For example, in the 1960s, nuclear weapons were a new technology and 

states were still struggling to understand their interests. It was not until 1968 the Non-

Proliferation Treaty was signed and 1970 when it entered into force. This was 25 years after the 

last nuclear weapon was actually used in 1945, when the United States exploded a plutonium 

bomb over Nagasaki, Japan (“Nuclear Weapons Timeline.”). The situation in cyber operations is 

made more complex than nuclear weapons by a diverse set of private and NGO stakeholders 

responding to rapid technological advances. At the risk of undermining all of the latter 

takeaways, if one projection is clear, it is unlikely there will be a single overarching regime for 

cyber operations anytime soon. Different sub-issues in cyber operations are likely to develop at 

different rates; like-minded states may act together to avoid destabilizing behavior and later 

apply these regulations to a broader group of actors (“The Regime Complex” 13).  

2. Independent research (not NGOs) can help treaty support gain momentum.  

Over time, the extent and interests of states and private actors in managing cyber 

operations has grown. A valuable lesson from the Montreal Protocol is the role independent 

research can have in creating a sense of urgency around managing international issues; with the 

Montreal Protocol, once British researchers found a massive hole in the ozone layer of 
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Antarctica, the international community mobilized very quickly. Cyber operations already 

receive a significant amount of media attention, but this attention has not yet been an effective 

catalyst for the international community to respond. Independent research should focus on the 

detrimental effects, particularly to civilians, of leaving offensive cyber operations unmanaged.  

However, the role of independent research from NGOs can make it difficult for states to 

get on board. As demonstrated by the Ottawa Convention where the ICRC pioneered efforts to 

manage APLs, the ban campaign framed banning APLs as a humanitarian issue. The reality of 

this approach was it made it difficult for the Ottawa Convention to have a global impact; it was 

concentrated in states that already did not use APLs. Although the ban campaign had a broad 

support base, this support base ultimately had to come from states in order for a treaty to be 

successful.  

3. Maintaining major power support is important for success.  

 Although it is not necessary for starting treaty negotiations or international regime 

formation, the case studies chosen above show major power support is an important predictor of 

having an international agreement that achieves its purpose. The three UN arms control treaties 

received support from the United States and the Soviet Union. The Montreal Protocol was 

pioneered by the states that were the largest producers of CFCs themselves, helping to avoid any 

difficulties or compromises in order to have an impact.  

 A key lesson about major power support means not just having “superpowers” involved 

in the treaty drafting and implementation process; in order to be effective, a treaty needs support 

from major countries of concern. If there had been no NPT, it is likely more than 30 states today 

would have nuclear weapons. Instead, it is nine, counting the five nuclear weapons states and 

North Korea but not Iran (Bunn). It was the non-proliferation norm, the long-term efforts of the 
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US and others to gain acceptance of this norm, and international inspections the NPT produced 

that produced this success. States that were considering creating nuclear weapons and had the 

capabilities to do so before the NPT was ratified no longer had incentives to after they ratified 

the treaty.  

In addition, the Ottawa Convention has 34 non-signatories, including major powers and 

numerous countries in regions where APLs are used frequently. Millions of mines are still 

planted today in over 61 countries. Having countries that actually use the technology in question 

agree to control it is necessary for an effective treaty. Even having one major power not ratify a 

treaty is not as important as having states that use the technology ratify it—the United States is 

not a party to the UNCLOS, but it is much more important for island nations that need set 

borders in the seas and rely more heavily on fishing or ocean resources.   

 Of course, cyber operations have a larger number of “major powers” in the sense of both 

resources and their use. It is easier for actors, even in smaller states with less powerful militaries, 

to execute a cyber attack because they only need limited resources to execute a cyber attack. 

Ethiopia and many other governments, for example, use cyber tools to monitor political 

dissidents abroad (Allen 15). For this reason, it is important to have not just superpower support, 

it is important to have cooperation from any country where ICTs are used in order to have an 

effective cyber operations agreement.   

4. Negotiation should be consensus-based rather than through a majority vote.   

 In order to come to help facilitate agreements during negotiation, states should utilize 

decision-making by consensus rather than a majority vote process. The UN Convention on the 

Law of the Sea’s decision-making by consensus is highlighted as an ideal standard in 

international cooperation processes. Beyond being a useful way to get states with different 
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interests to find mutual interests, decision-making by consensus is particularly important in cyber 

operations because like the sea, cyber operations cover such a wide range of activities and 

represent a diverse set of actors. Forming interest groups is a way for countries that even seem 

like sworn enemies in cyberspace to find interests they have in common. Although there is a 

great deal of fragmentation in cyberspace, forming consensus solidifies what is compelling for 

states while other areas remain out of the conversation.  

 Another form of cooperation that builds on the UNCLOS’s framework of agreement by 

consensus comes from the CWC, where state parties worked on the basis of a “rolling text.” 

Areas of consensus and disagreement were reflected throughout the drafting process. Rather than 

leading to a complete half in agreement because of a small disagreement, like the UN GGE did 

in June 2017 over a small paragraph, it is useful to use a rolling text in order to prevent 

undercutting significant progress because of small disagreements.  

5. Non-state actor involvement should be limited to technical experts.  

 Independent research has certainly been an important motivator for getting the 

international community to respond to pressing issues. With cyber operations, a range of non-

state actors are inherently involved as stakeholders: private companies create ICT products and 

security software, non-state organized crime groups sometimes attack nation-states, and NGOs 

have found a range of bases to support security in the cyber domain ranging from human rights 

issues to free speech to privacy. This has the potential to provide a wide range of support for a 

cyber operations treaty, but as discussed earlier, support ultimately has to come from states in 

order to create a successful treaty. While cyber offensive terms cover a range of activities, it is 

crucial to narrow the scope of what actions can be deterred by a potential international 

agreement in cyberspace. There is an extremely wide range of undesirable cyber activity, ranging 
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from a teenager hacking bank accounts for financial gain, a state agent stealing intellectual 

property from another nation’s commercial businesses, or terrorists using the internet for 

recruiting purposes. While all of these are undesirable, not all of these actions are necessarily 

high-end actions that can be deterred at an international level (Lin 55). Having too many 

stakeholders involved in discussions is only a way to further complicate cyber operations. 

Limiting participation is a way to narrow the treaty’s focus on offensive cyber operations.  

In the treaty discussions, non-state actor involvement should be limited to technical 

experts to provide guidance on definitions and limits on acceptable behavior. Technical experts 

were brought in with the three aforementioned arms control treaties and the Montreal Protocol in 

order to outline acceptable use of the materials in question. Having either overly broad or too 

narrow definitions and regulations leads to poor treaty enforcement. The chemical, nuclear, and 

biological weapons treaties all list what are acceptable materials, what amounts of the materials 

are acceptable, and provide independent bodies of scientific experts to enforce these rules. This 

leaves no ambiguity over what is acceptable and not acceptable. One of The Tallinn Manual’s 

shortcomings is its lack of specificity in a number of definitions. For example, experts defined a 

“cyber attack” as one that causes damage to objects, but could not agree on what exactly 

constituted “damage to objects” (Pytlak 13-14). Since the infrastructure of cyber operations is 

mostly privately owned, a reasonable concern is that technical experts may be from private 

companies, and therefore are more likely to advocate for their company’s point of view. 

However, past efforts on Internet security regulations demonstrate there are experts that can help 

address questions without advocating for a company’s point of view. Participating states in the 

Wassenaar Arrangement, a voluntary treaty on dual-use export controls that includes ICTs, have 

invited technical experts to numerous meetings in order to develop a common understanding of 
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terminology, renegotiate broad wording, and minimize unintended consequences (“Wassenaar 

Arrangement”). Technical expert’s guidance can be limited in its scope to strictly technical 

advice.  

Additionally, poor definitions make states less likely to utilize treaty enforcement 

powers. With the UNCLOS, because “piracy” is not clearly defined, countries do not often 

exercise jurisdiction over piracy issues even though they have the international legal authority to 

do so. Cooperation between computer experts and state parties is necessary in order to overcome 

ambiguities and lead to effective treaty enforcement.   

6. Maintain a flexible approach to science 

To mitigate potential issues with the technically complex and quickly evolving nature of 

cyber operations, it is important any cyber operations treaty takes a flexible approach to science 

modeled by the Montreal Protocol. Because the treaty’s drafters recognized scientific discoveries 

in CFCs and the Ozone layer were inevitable, they included mechanisms for revising the 

Montreal Protocol and prohibited chemicals on the basis of new scientific information. This has 

proven extremely effective; the Protocol has undergone eight revisions since it entered into force 

in 1989 because of new scientific information. Critics of a cyber operations treaty often argue it 

will be ineffective because the technology is moving too quickly. The Montreal Protocol 

demonstrates it is possible to have a legally binding document that can adapt to new discoveries 

and issues.  

7. Confidence building measures and information sharing  

 Having a formal implementation for cyber operations treaty provisions would help 

combat challenges in adapting to the cyber domains’ rapid pace of technological developments 

as well as provide an independent technology-based organization responsible for verifying and 
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enforcing compliance with the Treaty. The International Atomic Energy Agency (IAEA) and the 

Organization for the Prohibition of Chemical Weapons (OPCW) provide two successful models 

for establishing independent scientific offices to address treaty compliance issues. The IAEA and 

OPCW also both mandate review conferences every five years, where specific attention is given 

to the treaty implementation process, scientific and technological developments, and the 

changing international context of the treaty itself. Treaties without a formal implementation 

body, like the Biological Weapons Convention and the Ottawa Protocol, have been inherently 

weaker. The BWC has suffered from blatant violations in the past, and states parties to the 

Ottawa Protocol have been slow to fulfill their obligations and faced no repercussions.  

 Another way to build confidence between states parties is to encourage states is to 

include a feature similar to the CWC’s “challenge inspection” procedure. State parties who 

believe another state has committed harmful offensive cyber operations that meet the definition 

of an attack should be able to request an independent body to address their concerns and clarify 

questions of treaty noncompliance. This would, in theory, have furthered Estonia’s efforts to 

investigate the DDOS attacks. Russian cooperation is currently not required by law because no 

international framework facilitates or requires such cooperation. Of course, the non-physical 

nature of cyber operations makes them extremely difficult to investigate. But even with 

attribution challenges, the reality is every known major cyber attack has been attributed to a 

particular state actor, even if they have not admitted it. Just because Russia does not admit to the 

Estonia attacks and the United States and Israel deny responsibility for Stuxnet does not mean 

there is no evidence they are responsible or that it is entirely impossible to figure out the party 

responsible; in fact, there is plenty of evidence for both and the international community 

generally regards these state parties as responsible, even if they continue to deny it. If the history 
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of cyber attacks shows anything, it shows that every offensive attack can eventually be 

outsmarted by a combination of technical and human measures that attribute actors to attacks. 

The difficulty associated with attribution should not be understated—it remains a primary 

motivation for actors to choose cyber attacks—but it is simply not true to say there is no way for 

an independent body to investigate who committed a cyber attack.  

Implications 

Many newly emerging threats to national security stem from the “cyber” realm, including 

the risk of cyberwars, the emergence of cyber weapons, and even activity from cyberterrorists or 

cybercriminals. Failed efforts in international cooperation over cyber activities, such as the UN 

GGE, seemed to mark an end to years of progress, but by better understanding why these have 

failed and learning how to proceed from past efforts, this difficult debate may be able to proceed 

effectively. Examples of offensive cyber operations are fairly abundant, but despite their 

prevalence, there is no international consensus among states regarding the definition of a cyber 

weapon and when it is acceptable to use them. Efforts in cooperation have failed because laws of 

war have been interpreted to guide cyber weapon use, but these guidelines are not effective in 

practice due to states’ differing interpretations of cyber weapons. 

Given these recommendations and the failed history of cyber cooperation efforts to date, 

what does the future of cyber cooperation look like? Many problems certainly remain in forming 

an international cyber operations treaty. Cyber operations are technically complex and hard to 

define. They have no physical element, which makes attribution extremely difficult—though not 

impossible. Additionally, the speed of innovation in cyberspace is greater than it was in any 

other domain of previous international cooperation efforts. An uncertainty about the complexity 

of systems and their effects reinforces the various dimensions of controlling cyber operations.  
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Yet, these problems may simply all be a result of a technology that is still fairly new. As 

states grow to understand the limited effects of cyber attacks and the growing importance of 

cyberspace to their economic well-being, cost-benefit calculations of cyber operations may 

change, just as learning the effects of nuclear warfare altered analysts understandings of the costs 

of nuclear warfare. Over time, better attribution forensics may enhance roles of punishment, and 

better defenses may increase the role of denial. Current advantages of offensive over defense 

may change over time (“Deterrence and Dissuasion in Cyberspace” 71). A treaty can deter some 

significant actions, but its existence cannot prevent all undesirable cyber operations. The lesson 

for policymakers is to focus on deterring important attacks and understand the full range of 

mechanisms and contexts in which they can be prevented.  

This paper has presented findings which demonstrate how an effective comprehensive 

international cyber operation treaty could form and function in the future. As more scholarly 

work examines previous successes and failures in international regime formation, and 

particularly their applicability to cyberspace, findings like this thesis will help reframe cyber 

operation regulations as an issue that needs new guidelines rather than one that can be interpreted 

according to current laws of law. This reframing is a crucial foundation that the international 

community, when ready for regime formation, will need in order to support possibilities for a 

cyber cooperation treaty. If past efforts in international cooperation over cyber operations are any 

indication of the future, the debate around regime formation will continue for the near future, but 

through a combination of continued cooperation efforts, scholars and state actors have the 

potential to ensure the world will not end up with a cyber attack free-for-all in coming years. 

Cyber weapons certainly provide a useful tool for covert military operations, but they have the 

potential to create serious harm to civilians, the economy, and global development if they remain 
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unchecked. 
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