
Issue Scope:

If A > B, encryption can be broken and sensitive information is 
released.

A: Time needed to switch to quantum-resistant algorithms

Time sensitive information needs to remain encrypted (i.e. classified until a certain year; 
personal information remaining encrypted indefinitely)

B: Time it takes for a quantum computer capable of breaking 
keys to be built Critical period:

Quantum computer can 
find ”private keys” and 

break encryption

Time

Protecting Sensitive Data for the Future: A Post-
Quantum World

Quantum computers were once seen as a theoretical possibility, but significant developments have been made in the technology that indicate they will be here in the near 
future. The technology is praised for its usefulness, but cryptographers warn the technology could break public-key encryption used to ensure confidentiality, integrity, and 

authenticity online. This has significant implications depending on what actors obtain quantum computers, when they obtain them and how they plan to use them.
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Conclusion and Future Work:

Background: Potential Legal Implications:
In classical computing, a bit holds a single piece of information that 
can exist in two states: 0 or 1. Quantum computers use qubits that 
exist in superpositions of a state of 0 and 1 simultaneously. This 
shortcuts physical restrictions that affect computer chips. While 
traditional computers may have to cycle through possible solutions 
one at a time to find an answer, a quantum computer can try many 
possible solutions at once, finding answers quickly. 

Much of the world’s digital data is protected by public key 
cryptography. RSA encryption, the most commonly used form of 
public key cryptography, relies on the difficulty associated with 
finding the factors of a large prime number. One problem quantum 
computers could solve quickly is finding the factors of a large prime 
number. This could break the secrecy that underpins RSA. Quantum 
computers of a sufficient size could decrypt secure data, ranging 
from national security information to sensitive individual information, 
including passwords, communication records, or healthcare 
information.

Post-quantum cryptography refers to cryptographic algorithms 
that are thought to be secure against attacks by quantum computers. 
This project aims to understand how quantum computers with the 
potential to break public-key algorithms encrypting information could 
impact national security and privacy. 

Encryption is not a new topic in security, but quantum computing adds a new level of 
technical complexity and heightens the potential implications. To understand the 
potential impact of a quantum computer, it is useful to examine current precedent that 
will be relevant when quantum computing reaches a sufficient technical capability.

Encryption is an important protection with a wide range of applications. There are 
numerous technical difficulties to overcome before a quantum computer could break 
encryption, but the risk they pose to information security is clear.  Many preventative 
measures can be taken to reduce the risk of exposing sensitive information, including:
• Creating public-private partnerships with companies working on quantum 

computing
• Continuing to test “quantum-resistant” algorithms to ensure security and improve 

efficiency 
• Supporting efforts to update encryption
• Ensuring sector-specific regulations protecting information are adequate
• Prioritizing the protection of national security information that may be vulnerable in 

“critical period”
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• Third-party ownership of personal data 
(cloud storage): Who protects data?

• 5th Amendment: Individuals may refuse 
to decrypt information if government does 
not have prior knowledge of its existence 
(US v. Hubbell)

• 4th Amendment: Should a “reasonable 
person” expect encrypted data to remain 
private? (Katz v. US)

• 1st Amendment: Could have “chilling 
effect” on free speech if people know 
their information and communications are 
not private

• Sector-specific Regulations:
• Health Insurance Portability and 

Accountability Act (HIPAA): Requires 
organizations to implement technical 
safeguards to protect health information
• Federal Trade Commission (FTC): 

Expects organizations to implement 
encryption to protect consumer data

• All Writs Act: Frequently used by U.S. 
government to gain access to password-
protected mobile phones

• Implications depend on who, their 
intentions, and if their intentions translate 
to capabilities

• Quantum research focus in China and 
Russia

• New source of economic and military 
competition

• Potential to shift balance of power 
depending on who accesses the 
technology first

• Exploiting software vulnerabilities no 
longer necessary to access information

• Decrypting industrial control systems
• Information warfare empowered with 

quantum computing (U.S. 2016 DNC 
hacking)

• Accessing encrypted communications 
with sensitive national security 
information

• Use to manipulate data
• Countries may have been collecting 

encrypted information to decrypt later 
with a quantum computer

• Accessing nuclear codes

• Encryption secures websites, ensures safe transactions between parties, and protects private information
• One in seven chance public-key cryptography is broken by 2026; one in two chance broken by 2031
• Developing secure encryption systems takes time: creating efficient algorithms, ensuring their security, and then 

implementing in systems

Domestic Legal Concerns National Security Concerns
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D-Wave Systems announced the D-Wave One, the world’s first 
commercially available quantum computer, in May 2011. The D-Wave 
machines have attracted skepticism and excitement. Scientists doubt 
they work faster than classical computers, but the devices use quantum 
phenomena in calculations.

Notable developments show government and industry know Quantum is coming:
• August 2014 – NSA’s Information Assurance Directorate (IAD) announces they will initiate transition to quantum-

resistant algorithms
• July 2016 – Google announces experiment in Chrome desktop installations testing quantum-resistant algorithms 


